IN* N-ABLE FEATURE SHEET

Il Patch Management

A feature available with N-able RMM

Fast, Safe, and Seamless Patching

- Severity Patch Name Product
B Missing (1 item) MSPs know patch management is at the core of any
e D - Windows Malicious Software Removal Tool x6...  Windows 7 eﬁ:ective, proactive Cybersecurity pOlle Though
B Installed (11 items) necessary, patching workstations and servers manually
o @ important Security Update for Microsoft Visual C++ 2005...  Developer T or with the wrong tool can quCkly become CompleX—
e g Important Security Update for Microsoft Visual C++ 2008... Developer T and pOSSibly expose C|ients’ Systems to SlUggiSh
e U citical MSXML 6.0 RTM Security Update (925673) SQL Server performance and Sel’iOUS Security r|SkS
® U Citical 2019-09 Security Update for Adobe Flash Play.. Windows 10|
o U critical 2019-11 Servicing Stack Update for Windows ... Windows 10| N_ableTM RMM Streamlines patCh management by
o U citical 2018-12 Cumulative Update for Windows 10 V...  Windows 10| T . .
- providing granular control over patching policies through
[ ] J LanguageFeatureOnDemand - Windows 10 Ve..  Windows 10| . . .
= a single, user-friendly console. Whether automating the
e U Update for Windows 10 Version 1607 for x64- . Windows 10| . L. 5 .
. ™ Microscf Siverlght (KB4431252) Sheright entire process, customizing patches for certain devices,
-_m e e e B it A ARttt or manually approving or denying patches, RMM puts
techs in the driver’s seat for fast, safe patching.
More control from a single console Update and protect more software
* Easy-to-use console—Complete patch * Patches for most business software—Third-
management in one user-friendly interface. party patching support for the most common

application families, including Apple®, Google®,
Java®, Adobe®, zip tools, and Skype®.

* Automation—Auto-approve patches when they
become available, so end-user devices stay safe
and up-to-date. * Support for Microsoft products—Continuous

updates for Microsoft Windows® (security only

and feature upgrades). Approve and install

Windows drivers in maintenance windows.

* Scheduling—Set patching windows to update
software without disrupting employees during
times of high productivity.

° Support for macOS® devices—We test and
validate patches from Apple and 200+ other
vendors before releasing them.

* Customizable policies—Apply custom settings
to individual devices, clients, or sites as needed.

* Visibility—View all patch details in “Management
Workfilow” window, including severity and current
and new status—even filter by device type.

* Extra security for commonly exploited
programs—The latest security patches for
vulnerable programs, such as Adobe and Java.



Benefit from additional features

* Streamlined patch approvals—Approve patches
in batch across sites, networks, servers,
and workstations.

¢ Patchroll-back—Easily revoke Microsoft®
patches on one or more devices at a time to limit
the impact of a bad patch.

* Automated pushes for disabled devices—
Never miss an update for any device that might
be disabled during a standard patch
management window.

* Deep scans to find new vulnerabilities—Use
deep scans to uncover new sources of risk or
inefficiency in your network.
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Patches for popular software
Including, but not limited to:

* SQL Server®, Internet Explorer® and Windows
0S, Java, Adobe, Zoom, Mozilla® Firefox®, Google
Chrome™, Apple iTunes®, and Apple QuickTime®.




