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Keeping your customers
secure while they work . =
from home

Working from home

What challenges do IT professionals face?
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Devices are not Low-end home routers Employees use Some users work from Many users need
protected by the are the gateway to personal equipment a family (shared) to access work
corporate firewall/UTM the internet computer files through a VPN

The impact of this change

« Malicious emails or websites
« Unpatched software

« loT devices can be unsecure
« Other computers may not be up-to-date

- Concern about security level (secure password, admin access to router, etc.)
« Caution end users against checking home email on company devices
- Install monitoring agents on home devices

- Consider stepping up monitoring for malware

- Data is at risk without a cloud backup

The minimum viable security plan

How we res pon d Endpoint protection: Ensure itis installed and
up-to-date on all end user devices
Protect the core layers P

Patch management: Ensure the work system
is up-to-date (either advise on patching or use
@ L } } agent to patch system)
=) Priority: Endpoint protection
Mail protection: Enable spam filtering to help prevent
malicious emails from making it to the user

& Patch management

Additional items to consider

Web protection: Prevent a click from becoming
. . an infection
Mail protection
Password management: Encourage secure use of
unique, complex passwords

Backup: Protect the data used locally on an
end-user's system

N-able RMM can help emplace
these security measures.
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N-able empowers managed services providers (MSPs) to help small and medium enterprises navigate the digital evolution.

With a flexible technology platform and powerful integrations, we make it easy for MSPs to monitor, manage, and protect their

end customer systems, data, and networks. Our growing portfolio of security, automation, and backup and recovery solutions

is built for IT services management professionals. N-able simplifies complex ecosystems and enables customers to solve

their most pressing challenges. We provide extensive, proactive support—through enriching partner programs, hands-on

training, and growth resources—to help MSPs deliver exceptional value and achieve success at scale. N — "
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