
Most scammers try to trick people via impersonation. 
They use sophisticated techniques to craft email attacks, like:

(phishing and pretexting) 
infiltrate through email ²

cloud breaches
involved email or web 
application servers ³  

was reported in losses 
due to business email 
compromise (BEC) ⁴ 

are two of the top three 
cybercrime types in terms
of fiscal losses ⁵ 

Email has long been one of the primary methods used 
by cybercriminals—in fact, it’s the #1 attack vector1

The N-able™ Mail Assure solution offers proprietary email filtering 

technology that can help strengthen your email security posture.

Forging a sender display name or the “from” email field to make it appear 
that an email comes from a trusted recipient (i.e., display name spoofing)

Forging a sender email domain to make the recipient believe the email is 
coming from a legitimate or trusted company (i.e., domain name spoofing)

Changing the “From,” “Envelope-From,” and “Reply-To” addresses—e.g.,  
From: <john@example.com>, Reply-To: john <examplegmail@gmail.com>          
(i.e., attribute spoofing)

Reduces the chances of emails 

being identified as spam

Helps discourage others from 

spoofing your email

Prevention 
checklist:

Sender authentication 
(SPF | DMARC | DKIM)

IP reputation 

Header inspection

Domain reputation

Domain and link analysis

RFC alignment

Content checks 

Domain Keys 
Identified Mail (DKIM): 
Helps verify an email was sent from 
the domain it claims to be from. 

Helps receiving email servers 

verify an incoming email 

comes from an IP address 

approved by the sender

Best used in combination 

with the DMARC and DKIM

Sender Policy 
Framework (SPF): 
Helps make sure an email comes 
from a legitimate source.

Helps the sender specify how to 

treat emails that don’t authenticate, 

including quarantining, rejecting, or 

deleting them

Helps senders actively warn users 

that someone is attempting to phish 

them using your domain name

Domain-Based Message 
Authentication, Reporting, 
and Conformance (DMARC):  
Works in concert with both DKIM and SPF 
and helps the sender specify which 
framework they’re using when sending 
email—SPF, DKIM, or both.
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Email security protocols can help combat vulnerabilities 
inherent in email. A few examples:  
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Email authentication alone is not enough. 
Cybercriminals can still get past these checks using several methods 

(e.g., registering lookalike domains and configuring SPF, DKIM, and DMARC).  

Using advanced email analysis techniques—that evaluate both the origin 
and context of email—is key to strong email protection. 

https://www.n-able.com/products/mail-assure

